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MNF Enterprise Services Privacy Policy

This is our Privacy Policy which sets out how we manage personal information. This only applies to
personal information that identifies you or could reasonably identify you. It does not apply to ‘de-
identified’ or ‘anonymised’ information where the individual cannot be identified from the
information.

Collection

We only collect personal information which is reasonably necessary for our functions or activities
or which is directly related to them or if required or authorised by law. Typically, this information
includes your name, date of birth, drivers licence number, passport number, address, contact
details, account information, payment and financial information and your customer feedback, and
other information required to provide the services or which the law requires. For example, the law
requires us to retain certain network data and customer information (called ‘metadata’) for a period
of at least two years to be provided to certain agencies upon receipt of formal requests.

In most circumstances we collect personal information about you directly from you or your
authorised representative, for example when you order a product or service from us, submit a
credit application, contact us with an inquiry or complaint, pay a bill or complete a customer survey.
We may collect personal information from our related group companies, affiliates and channel
partners. We may also collect personal information from someone else for example credit related
information from a third party agency. We also collect some information when you use our
Websites (see the Marketing section below).

Usually there is no need for us to know any of your sensitive information (such as about your race,
politics, religious or philosophical beliefs, or health) and we would only collect it if you consent or
if the collection is required or authorised by law or court order or in other limited circumstances
which the law permits.

Our primary purpose for collecting and holding personal information from our customers is so we
and our suppliers can supply our products and services to you, comply with the law, or other
purpose we disclose to you at the time we collect the information. Related purposes (‘secondary
purposes’) include to assess your orders and perform credit checks, for billing, credit and account
management, for quality control and product, process and system improvement and development,
market research and to obtain customer feedback and to inform you about our products and
promotions, and to comply with our legal obligations. If we ask you to tell us personal information
and you choose not to, we may not be able to provide our services to you, or answer your inquiries.
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Use and Disclosure

We only use or disclose personal information as set out in our Privacy Policy.

We use or disclose personal information for the primary purpose of supplying our products and
services to you. We also use or disclose it for a secondary purpose as outlined above if you consent,
or you would reasonably expect us to use or disclose it for that purpose.

We may use or disclose personal information if required or authorised by law, if necessary in
relation to a suspected unlawful activity or serious misconduct related to our functions or activities
or if reasonably necessary for enforcement related activities of an enforcement body or to assist in
locating a missing person. For example we may disclose personal information to law enforcement
bodies and to others if required or authorised by warrant or court order or other legal obligation.
We must also disclose certain information to the Integrated Public Number Database (IPND) for
emergency services and other lawful purposes.

We may use or disclose personal information if necessary to lessen or prevent a serious threat to
life, health or safety and it is unreasonable or impracticable to obtain consent. We may use or
disclose personal information if reasonably necessary to establish, exercise or defend a claim or for
the purposes of confidential alternative dispute resolution.

We will also disclose personal information to the white pages and yellow pages agencies for
directory listings if you request.

Typically, we disclose personal information to related group companies. We may also disclose it to
our third party service providers and suppliers if required for the purposes set out in this policy. For
example, we may disclose personal information to other suppliers who help us deliver the services
to you. Other purposes include identity check, debt collection and credit reporting agencies, and to
outsourced customer support providers.

Disclosing data overseas

Under our current operations, in some cases we may disclose personal information to organisations
that may be based outside Australia, to assist with supply of our products and services to you or for
the secondary purposes described in this policy. These countries include New Zealand, Philippines,
the United States of America and the United Kingdom.

Marketing

We collect information about visitors to the Websites and about how the Websites are used,
including by the use of cookies. We use remarketing services to advertise online. Google and other
third party vendors show our ads on sites across the internet. They also use cookies to serve ads
based on your past visits to our Websites. You can opt out of Google’s use of cookies by visiting
Google Ads Settings [http://www.google.com/settings/ads]. Most internet browsers also accept
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cookies automatically, but you can change the settings of your browser to erase cookies or prevent
automatic acceptance if you prefer

We may also use or disclose your personal information for direct marketing. Typically, our direct
marketing is by email, telling you about our services and special offers. You can opt out of direct
marketing by asking us - use the contact details in this policy or in the marketing email you receive
from us.

Data Quality

We take reasonable steps to ensure that the personal information we collect is accurate, up to date
and complete, and that the information we use or disclose (having regard to the purpose of the use
or disclosure) is accurate, up to date, complete and relevant.

Data Security

We take reasonable steps to protect personal information we hold from misuse, interference and
loss and from unauthorised access, modification or disclosure.

We take reasonable steps to destroy or de-identify personal information if we no longer need the
information for any permitted purpose or if we are not required by law to retain the information.

In case of any loss, or unauthorised access or disclosure of your personal information that is likely
to result in serious harm to you, we will investigate and notify you and the Australian Information
Commissioner as soon as practicable, in accordance with the law.

Access, Correction and Complaints
You can ask us to access personal information we hold about you, and you can ask us to correct it,
by contacting us as detailed below. We aim to respond to your request within 30 days.

To lodge a complaint about a breach of the Australian Privacy Principles, contact us as detailed
below.

How to Contact us

To seek access or correction of personal information we hold about you, to lodge a complaint about
a breach of our privacy obligations, or for further information about our Privacy Policy, contact our
Customer Service team on:

Email: customerservice@mynetfone.com.au
Phone: 1300 431 456
Mail: L4, 580 George Street

Sydney NSW Australia 2000
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